Introduction
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data 1 has introduced an obligation of each Member State to establish a supervisory authority responsible for monitoring the application within its territory of the provisions adopted by the Member States pursuant to the Directive 2 . Foundation of such authority and ensuring its status guaranteeing complete independence was seen by the European legislators as 'an essential component of the protection of individuals with regard to the processing of personal data' 3 . In Poland, the only authority holding jurisdiction in personal data protection matters is the Inspector General for Personal Data Protection ('Generalny Inspektor 1 O.J.L. 281, 23.11.1995, p. 31-50 . 2 See also M. Jagielski, Prawo do ochrony danych osobowych. Standardy europejskie, Warszawa 2010, p. 165 ff. 3 Motive 62 of Directive 95/46/EC.
Ochrony Danych Osobowych' -abbreviated as GIO-DO). It is a central public administration authority 4 , established by the Act of 29 August 1997 on the Protection of Personal Data ('Ustawa o ochronie danych osobowych' -commonly abbreviated as UODO) 5 , which was the first normative act regarding the matter of processing and protection of personal data in Poland 6 . The act entered into force on 30 April 1998, but the provisions regarding GIODO preceded them, entering into force on 30 December 1997. This allowed for selection and appointment of the first GIODO by the Polish Parliament (technically, GIODO is appointed by the Diet of the Republic of Poland with the consent of the 4 As defined by the Act of 14 June 1960 -Code of Administrative Procedure, J. L.of 1960, no. 30, item 168, as amended. 5 J.L. of 1997, no. 133, item 883, as amended. 6 Prior to the Act on the Protection of Personal Data there were only a few norms regarding the matter, scattered over specialized acts, such as the Act of 29 September 1994 on Accounting (J.L.of 1994, no. 121, item 591) , which contained several such norms in Chapter 8 (article 71 et seq. 
GIODO
Establishment of GIODO was, incidentally, also fulfilment of Poland's obligations under Council of Europe's Treaty no. 108 -the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data 10 . Analysis of the legal norms allows one to define GIODO's primary duties as: a) supervision over ensuring the compliance of data processing with the provisions on the protection of personal data 11 ; b) issuing administrative decisions and considering complaints with respect to the enforcement of the provisions on the protection of personal data 12 ; c) ensuring fulfilment of non-pecuniary legal obligations stemming from GIODO's administrative decisions, by the means of enforcement measures foreseen in the Act of 17 June 1966 on enforcement proceedings in administration (Journal of Laws of 2005, no. 229, item 1954 as amended) 13 ; d) keeping the register of data filing systems and the register of administrators of information security, as 7 As described by article 8 section 2 of UODO. Some reservations regarding the procedural aspects of the appointment, debates on the fitness of the candidate to serve as GIODO or lack of Senate's consent have been put forth by M. Sakowska--Baryła, Prawo do ochrony danych osobowych, Wrocław 2015, p. 381-383. 8 According to article 9 of UODO, prior to assuming his/ /her duties, the Inspector General shall take the following oath before the Diet of the Republic of Poland: "Assuming the post of the Inspector General for Personal Data Protection I hereby solemnly swear to observe the provisions of the Constitution of the Republic of Poland, to safeguard the right for personal data protection, and to perform the duties entrusted to me conscientiously and impartially." The oath may be taken with the words: "So help me, God". data protection regulation. We believe that the replacement authority that is expected to be introduced by the future Act on Personal Data Protection that will accompany the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) should definitely receive such powers. We would also argue in favor of granting them to GIODO while the authority is still in function, as it has been postulated several times 31 . Such changes would not only strengthen the position of GIODO 32 , but also would greatly help GIODO to fulfil its duties. In effect, the individual rights of the data subjects could be protected better, and implementation of any personal data protection laws would be more complete. This notion, despite introduced in regard to the Polish legal system, could also be implemented in any other legal system with a national data protection authority.
Within GIODOs scope of duties, control powers seem to be at the forefront, at least from the perspective of ensuring compliance, and as B. Pilc notices, they are coupled with a certain imperium, which focused mostly in the ability to order the controlled entity to take measures necessary to comply with the regulation through the issue of an administrative decision 33 . Compliance is required (and controlled) not only with the UODO and regulations stemming from it, but also with all and any specific norms present in other legal acts 34 . GIODO's control interests include actions of data controllers, be they public, private, natural persons or legal entities, or organisational units not being legal persons, but nevertheless recognised under the law -as well 31 E. Kulesza as private persons involved in public endeavours -and also, processors -defined as those who are authorized by the controller to carry out the processing of personal data pursuant to a contract concluded in writing 35 . GIODO has control powers regardless of whether the data processed are part of a set (or, as UODO defines it, 'as a part of a data filing system'), or not; similarly, use of ICT tools (or lack thereof ) is legally indifferent in this aspect.
However, natural persons involved in the processing of data solely for personal or domestic purposes, as well as subjects having the seat or residing in a third country (outside of EEA territory), making use of technical means located in the territory of the Republic of Poland exclusively for the transfer of data are outside GIODO's jurisdiction 36 , and hence, its control powers. Interestingly, even though press journalistic activity (within the meaning of the Act of January 26, 1984 -Press Law 37 ) and literary or artistic activity, being very specific, is generally outside of UODO's interest, in that regard GIODO has retained control powers 38 . Those activities involving data controllers are treated differently, and GIODO only checks whether appropriate technical and organizational measures are applied accordingly with the risks and categories of data being processed 39 . This, of course, involves the right to scrutinise the measures against data being disclosed, taken by an unauthorized party, illegally processed, changed, lost, damaged or destroyed.
GIODO receives signals regarding potential abnormalities in compliance with data protection regulations from many sources. Control proceedings can be triggered by: a) information accompanying complaints from data subjects; b) information provided by other authorities, such as . Control proceedings of course also happen after taking notice of abnormalities during previous control proceedings involving a specific data controller or processor -subsequent control proceedings are carried out in order to ensure that any injunctions or orders that have been introduced by GIODO's administrative decision have indeed been implemented.
In all those cases, both complex (total) and partial control proceedings are carried out. GIODO's control proceedings are also sometimes referred to as institutional control 43 . More importantly, scheduled control, which is itself a form of prevention, can be (and is) also carried out systematically throughout similar enterprises (a 'sector'). The choice of controlled sector for a yearly schedule is in GIODO's sole discretion, and is based on categories of data being processed, scale of processing, or risk of infringing personal data protection regulations for the sector. GIODO publicly announces its choice of sectors. To give an example, in 2016 such controls have been scheduled and carried out in: 1) the sector of entities authorised to access the Customs Information System ('System Informacji Celnej'); 2) the sector of authorities authorised to access the Schengen Information System and the Visa Information System; 3) the sector of entities with access to European Dactyloscopy System ('Eurodac'); 4) the sector of legal firms; 5) the sector of District Governor Offices 44 . 'Sector' control proceedings usually take place within the scope of partial controls, such as checking if data controllers provide data subjects with relevant information, or in case of processing personal data for marketing purposes. However, control proceedings in full can also be scheduled, and it is also possible to extend the scope of control proceedings once they are initiated.
Due to the recent introduction of GIODO's ability to request checks regarding compliance of personal data processing with the provisions on the protection of personal data from registered ABIs, since 2016 also yearly plans for performing such checks have been published -the first one covered banks, insurance companies and communities 45 despite much greater need, which can easily be identified as one of GIODO's chief weaknesses. Formally, control proceedings can be carried out also by GIODO or its deputy, but typically it is the duty of the inspectors, who are employees of GIODO's Bureau, carrying individual permits to perform control proceedings 59 . In practice, control teams consist of inspectors, two of which are lawyers and one an IT specialist 60 . The scope of their duties and limits to the control proceedings have been set in Article 14. According to it, the inspectors are authorised to enter, from 6 a.m. to 10 p.m., upon presentation of a document of personal authorization and service identity card 61 , any premises where the data filing systems are being kept and premises where data are processed outside from the data filing system. They are also authorised to perform necessary examination or other inspection activities to assess the compliance of the data processing activities with the Act. The personal authorisation contains information regarding the estimated date of the end of control proceedings, but the inspectors are not bound by the estimate in any way. The authorisation also contains information for the data controller (processor), such as the listing of his rights and duties in the course of the control proceedings. The representative of the data controller (processor) should be presented with the authorisation, and after readings its contents, confirms having been properly notified with his signature.
The inspectors have also the authority to demand written or oral explanations, and to summon and question any person within the scope necessary to determine the facts of the case 62 . They can also consult any documents and data directly related to the subject of the inspection, and are permitted to make a copy of these documents 63 , as well as perform inspection of any devices, data carriers, and computer systems used for data processing 64 . All these powers are commonly cited as typical inspection powers and a classic example of controlling authority's proceedings -which is correct 65 . The final power listed in Article 14 -the ability to commission preparation of expert expertise and opinions 66 -is different, and its use is usually limited to unique cases, in which such extra expertise is required to assess the case.
However, GIODO inspectors' control powers listed above are not without their limitations. Some of them have been set forth by UODO itself in regard to some data categories that: 1) contain classified information, 2) relate to the members of churches or other religious unions with an established legal status, being processed for the purposes of these churches or religious unions, 3) were collected and are processed as a result of inquiry procedures held by officers of the Internal Security Agency, Intelligence Agency, Counterintelligence Agency, Military Intelligence and the Central Anticorruption Bureau 67 .
If data falling under one of these categories are under control, the inspectors are not allowed to enter the premises, or to consult any documents and data directly related to the subject of the inspection, nor to make a copy of these documents. They also cannot commission preparation of expert expertise and opinions. They are only allowed to examine data sets and filing systems solely through a liaison officer -as the Act puts it, 'by means of a duly authorized representative of the unit under inspection' 68 -to whom they submit proper requests in that regard.
Inspectors, following control proceedings, may demand that disciplinary proceedings or any other action provided for by law be instituted against persons guilty of the negligence and that they be notified, within the prescribed time, about the outcomes of such proceedings and the appropriate actions taken 69 . Use of this power is not permitted in case of the data categories listed above. In effect, effective control in such cases is merely an illusion, as inspectors can only demand written or oral explanations, and to summon and question any person within the scope necessary to determine the facts of the case. Moreover, in regard to those data categories, GIODO is not authorised to issue administrative decisions and considering complaints with respect to the enforcement of the provisions on the protection of personal data at all 70 . Some other restrictions apply because of the Act of Freedom of Business Activity of 2 July 2004 71 (AFBA). Generally the inspectors have to notify entrepreneurs at least 7 days prior to commencing control proceedings, and failing to notify on time results in an obligation to postpone the proceedings until due notification has been made 72 . Also, as a result of the single control rule, compliant with article 83 section 1 of AFBA, controlling authorities -including GIODO -are under an obligation not to carry out control proceedings during the time of another control by any other authority 73 . Generally, any control proceedings by the same authority the entrepreneur is subject to are limited to up to 48 days in a calendar year 74 . 80 . Control proceedings are documented by official protocols, encompassing all actions taken by the inspectors, all of which are attachments to the final control protocol ('report'), made in two identical copies (one copy is then handed to the controlled party with receipt) 81 . This document is signed both by the inspector and the controlled party, the latter of which can submit his official objections and comments to be included in the document
82
. Should the controlled party refuse to sign the official protocol, the inspector notes such refusal in the document; this allows the controlled party to submit, in writing, his official position regarding the protocol to GIODO within next 7 days 83 . Statistics for 2015 demonstrated that control proceedings often result in detection of abnormalities in compliance with data protection regulations -one could guess that about a third of control proceedings that year ended without detecting any 84 . Detecting such abnormalities trigger a number of proceedings (admin- istrative, criminal, disciplinary etc.), each having different consequences 85 . Detection of abnormalities also results in an obligation on part of the inspectors to request from GIODO to take measures referred to in Article 18 86 , that is to issue an administrative decision ordering the restoration of compliance with the regulations, and in particular: 1) to remedy the negligence, 2) to complete, update, correct, disclose, or not to disclose personal data, 3) to apply additional measures protecting the collected personal data, 4) to suspend the flow of personal data to a third country, 5) to safeguard the data or to transfer them to other subjects, 6) to erase the personal data.
Based on that, one can note that it is not the inspectors who decide whether the controlled party complied with the relevant regulations or not, but only after the control findings support their suspicion, they trigger the proper administrative procedure. Unfortunately, UODO does not deal with notification of bodies or authorities having supervision of the controlled party 87 . GIODO's administrative decisions are not published, but issued directly to the party subject to proceedings -and their publication, in case the subject is from the public sector, is conditional upon their anonymization and limited to the authority's website 88 . GIODO has the obligation to inform the authorities on every suspicion of a criminal offence should the inspection reveal that the action or failure in duties of the head of an organizational unit, its employee or any other natural person acting as the controller bears attributes of an offence within the meaning of the Act, enclosing the evidence supporting such conclusions 89 . The number of such notifications has not been significant (see of the victim in the proceedings ('injured person'), and therefore cannot be the subsidiary prosecutor. The power to demand that disciplinary proceedings or any other action provided for by law be instituted against persons guilty of the negligence, however, has been left to the discretion of the inspectors 90 . Administrative proceedings ending with GIODO's decision are subject to the Code of Administrative Procedure, and therefore, after the decision is issued, any party may apply to the Inspector General for reconsidering its case. GIODO's decision on the application to reconsider the case may be appealed against with the administrative court 91 within 30 days of delivery of the final decision 92 . There is also a possibility of lodging a cassation appeal from the judgement of the administrative court with the Supreme Administrative Court 93 . Matters of compensation in case of infringement of personal interests (to which a right to privacy belongs any other specific act, and therefore such matters are dealt with by the common courts 95 . Under the current regulation, GIODO cannot impose administrative fines on data controllers or processors for lack of compliance with the regulation or violating individual rights of data subjects 96 . With the introduction of GDPR, of course, this will change, as the new regulation explicitly allows for such measures.
Conclusions
During the past 20 years, the Inspector General for Personal Data Protection has managed to fulfil an important role in the system, not only controlling compliance with personal data protection regulations, but establishing a knowledge and experience base, as well as expert authority on the subject. As one can point out, the authority is not without its problems, some of which are the result of being underbudgeted and understaffed, and this is particularly visible if one examines the number and completion time of the control proceedings alone. Regardless of whether the replacement authority that will be introduced under the future Act on Personal Data Protection that will accompany the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) continues as a direct successor of GIODO, or is built upon a different model, those two concerns should be addressed in order to adequately protect the interests of all stakeholders under the GDPR. In time, if possible, the new authority should also be vested with the ability to initiate legislative proceedings, and to submit petitions to the courts, including the Constitutional Tribunal. 
